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CHI TIET CUA BO BE THI

Tén B6 Bé Thi: gn Mon hoc : SCADA
Thoi gian thi : 60 Giéo vién soan dé : (da duyét va ky tén)
S6 cau héi : 128 Ngay soan dé : 10/09/2012 (NVKT: admin)

Cau 1: Chét lvong ctia RTU phu thudc vao:
? A. Dung lwong
B. S6 luvgng sensor
C. May chu
D. May con
Cau 2:  Tinh nang quan trong nhat trong hé théng SACDA la:
A.  Ghinhat ky
B. biéu khién bao dong
C. Ghi néo cao
‘:‘,‘r D. Ty dong hoa.
Cau 3: S6 diém thu thap dir liéu trong hé théng SCADA phu thudc vao:
‘:‘,‘f A. S6 diém thu thap dir liéu clia hé thong
B. D0 phirc tap cla hé thong
C. Mang truyén thong
D. BO diéu khién
Cau 4:  Thanh lap mot Red Team nham dé:
’59 A. Khéc phuc si ¢6 khi bi tan cong.
B. X&c dinh va danh gia céc vién canh tan cong co thé xay ra
C. Quan ly mang
D.  Quan ly thiét bi
Cau 5:  CAu trdc cua khéi ra twong tu gom cé cac thanh phan sau:
A. B ghép kénh vao, khuéch dai tin hiéu, mach 1&y mau va gitr.
9 B. B6 ghép kénh vao, khuéch dai tin hiéu, mach I&y mau va giir, bién d6i D/A va bd giao tiép
C. B0 ghép kénh vao, khuéch dai tin hiéu, bién déi D/A va bd ghép kénh.
D. Khuéch dai tin hiéu, mach 1&y mau va giir, bién d6i D/A va bd giao tiép
Cau 6: Red Team la:
A. Mot nhém ngudi quan ly mang
‘:‘,'r B. M&t nhém nguoi stra chiva sy c6
C. M6t nhém chuyén gia cung xac dinh, danh gia chung.

D. Mot nhém chuyén gia lam viéc doc lap.
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Cau 7: Trong SCADA muc dich ctia alarm muc dich ding dé:

9 A. biéu khién bao dong
B. Xuét béo cao
C. Ghi nhat ky
D. Nhap di liéu bao dong
Cau 8: Cau tric cta hé thong SCADA bao gdm may tinh chay (ng dung két hop vai:
A. Cac may to
B. Cé&c thiét bj truong
C.  CéAc thiét bi truyén thong
*3‘1 D. Cac may t¢, Cac thiét bi trwong, Cac thiét bi truyén thong
Cau 9: Trong SCADA ghi s kién va lwru tri 1a thong tin cla cac su kién dwgc thiwc hién trén cac may servo duéi dang.
A. Trén may chay servo
B. Trén 0 dia
C.  Céac thi€t bi lvu trit thong thuong
*59 D. Trén may chay servo, trén & dia, cac thiét bi lvu trir théng thuong.
Cau 10: Tén cula k¥ thuat ma trong do users va cac nhu cau clia ching dugc xac dinh:
A. K§ thuat lap trinh
B. Ky thuat thiét lap
C. K¢y thuat dau noi
‘? D. Phan tich hé théng
Cau 11: DE thiét ké mot giao dién HMI, bwéc dau tién la xac dinh:
? A. Ai can, can thoéng tin gi?
B. Nguwoi ta mong muén duoc nhin nhirng gi?
C. Nhitng thong tin dwgc dua ra lic nao?
D. Nguoi van hanh cé yéu cau dac biét nao khéng?
Cau 12: Hé théng SCADA dugc dinh nghia nhu sau:

439 A. SCADA la mét cong nghé ma né cho phép nguoi str dung thu thap div liéu tr mot hodc nhiéu hon hai hé théng tir xa
va/hodc glri gidi han 1&nh diéu khién dén cac hé théng nay.

B. Mot hé thdng hoat dong véi tin hiéu da dwgc ma hoa qua cac kénh truyén thong
C. Mot hé théng hat dong céc tin hiéu da dwgc ma hod qua cac kénh truyén thong dé diéu khién cac thiét bi
D. Hé théng diéu khién giam sat va thu thap dir liéu dya trén nén tang may tinh.
Cau 13:  Trong hé théng SCADA don vi dau cudi tir xa duoc viét tat bang chir:
*? A. RTU
B. MTU
C. CPU

D. RTU, CPU

Hé thdng khao thi CTS



Chi tiét dé thi (NVKT: admin) Page 3 of 21

Cau 14: Sw trao ddi thong tin gitta cac PLC(RTU) clia Mitsubishi dwgc thuc hién théng qua khéi giao ti€p mang nao?
4? A. CC — link, Melsecnet - H

B. Melsecnet — H
C. Divice Net (CompoBus/D)
D. profibus
Cau 15: SCADA dugc sir dung trong cac hé thong quan trong cla cac quéc gia nhu:
A. Nha may phat dién
B. Nha may loc gas dau
C. Hé thong loc va phan phéi khi
*39 D. Nha may phat dién, nha may loc gas dau, hé théng loc va phan phoi khi
Cau 16: Trong SCADA trending muc dich dung dé:
*? A. Lap biéu do
B. Ghi nhat ky
C. Tao tin hiéu diéu khién
D. Xuét bao céo.
Cau 17: Trong m6 hinh OSI nhitng I6p nao la I6p phan ctng:
A.  Lop tng dung, 16p dién giai
B. LGp phién, 16p van chuyén
C. Lép mang, l6p lién két dir liu
9 D. Lop lién két di liéu, 16p vat ly

Cau 18: Mbi PLC c6 céac phuong thire truyén théng khac nhau da s6 la doc quyén, nhirng ngay nay cac nhom diéu khién
c6ng nghiép va cac nhém td chirc vé tiéu chudn ho dua cac cac chuan truyén théng chung dua trén mo hinh:

A. OSI(Open Systems Interconnection)
B. TCP/IP (Transmission Control Protocol/Internet Protocol)
? C. TCP/IP (Transmission Control Protocol/Internet Protocol), OSI(Open Systems Interconnection)
D. OSI(Open Systems Interconnection), TCP/IP (Transmission Control Protocol/Internet Protocol)
Cau 19:  Cau trlc tiéu biéu clia hé thong SCADA bao gom cac phan tir sau:
439 A. Khoi ngudn, CPU, khoi truyén théng, khoi vao tvong tw, khéi ra twong tu, khéi vao so, khéi ra s6, khoi dac biét.
B. Khoi ngudn, CPU, khoi truyén théng, khoi vao twong ty, khéi ra twong tu, khéi vao so, khdi ra sé.
C. Khoi ngudn, CPU, khoi vao tuong tw, khdi ra tvong tu, khéi vao so, khdi ra s6, khoi dac biét.
D. CPU, khai truyén thoéng, khoi vao twong tw, khdi ra twong tw, khéi vao so, khai ra so.
Cau 20: Strong passwords c6 nghia la:
*f""r A. T6i thiéu co 6 ky tw
B. T6i da 2 ky tw
C. Toidalkyty

D. Téidad4kytu

Hé thdng khao thi CTS
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Cau 21: M@6i trvong truyén thong gitra MTU va RTU duoc thuc hién qua:

A. Internet
B. Vo tuyén
C. Mang dién thoai cong cong.
'? D. PSTN, Mang dién thoai cong cong, V6 tuyén, internet.
Cau 22: Déc diém co ban ctia SCADA software la:
? A. Access to data
B.  DEé thiét ké
C.  Délap trinh
D. Bao mat cao
Cau 23: Chat lvgng clia RTU phu thudc vao:
*? A. Rugged construction
B. Number of sensors
C. Master units
D. Slave units
Cau 24:  Scada la tir viét tat cla:
‘5‘1 A. Supervisory Control And Data Acquisition
B. Super Cotrol And Data Acquisition
C. Supervisory Controller And Data Acquisition
D. SupervisoryControl And Data Acquisition

Cau 25: Kién trac SCADA hién dai chll yéu dwa vao céac giao thirc tiéu chudn va truyén so liéu dua vao cac chuan truyén
thong:

A. Device net
B. Profibus
C. Fielbus
? D. Device net, Profibus, Fielbus
Cau 26: DEé bao dam tinh bao mat cao nhat ctia hé théng SCADA, phai:
A. Ké&t ndi voi cac hé théng mang khéc.
? B. Cach ly v6i cac mang khong can thiét khac.
C. Han ché két ndi véi cac thiét bi ngoai vi clia PLC trong SCADA.
D. Cung lién két bao mat véi cac mang khac
Cau 27: RTU la mot don vi thu thap di¥ liéu va diéu khién diéng doc lap thong thuong dya trén:
A. T&t ca cac bo diéu khién
? B. Vixtly
C. Nén tang may tinh

D. K¢ thuat s6

Hé thdng khao thi CTS
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Cau 28: Céc thong tin di¥ liéu dwoc thu thap tir hé théng diéu khién duoc Iwu trir trén man hinh HMI ¢é thé sir dung boi:
‘3"‘1 A. Cac HMI khac

B. Céac bd diéu khién chay trong mang

C. Céac Co cau chap hanh

D. Mot thiét bi khéc...

Cau 29: Scada la hé théng diéu khién giam sat va ....
? A. Thu thap dir liéu

B. Cap nhat thong tin

C. Cam nhan tin hiéu

D. Ghi nhan di liéu

Cau 30:  Dbéc diém co ban clia SCADA software la:
*? A. Client/server distributed processing

B.  DEé thiét ké

C. Délaptrinh

D. Bao mat cao

Cau 31: Chat lugng ctia RTU phu thudc vao:
‘f‘,‘r A. Redundant communication ports

B. Number of sensors

C. Master units

D. Slave units

Cau 32: Pac diém co ban ctia SCADA software la:
':“r A. Fault tolerance va redundancy

B.  Dé thiét ké

C. Dé lap trinh

D. Bao mat cao

Cau 33: Pac diém co ban clia SCADA software 1a:
‘? A. Co so di lieu

B.  Dé thiét ké

C.  Délap trinh

D. Bao mat cao

Cau 34: Khéi vao s6 nhadm muc dich dé nhan tin hiéu diéu khién tir cac thiét bi:

A. Nt an

B.  Cébng tac

C. Cam bién ON/OFF

“g D.  Natén, Cong téc, Cam bién ON/OFF
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Cau 35: chirc nang clia khoi xuat nhap dac biét dich:

*‘9,9 A. Dém céc s kién tdc do cao, chirc nang diéu khién.
B. Dém cac sw kién tdc do cao, chirc nang diéu khién,
C. Dém cac s kién tdc do cao, chirc ndng diéu khién vi tri, diéu khién nhiét do
D. Dém céac s kién tdc do cao, chirc nang diéu khién vi tri, digu khién nhiét do va dau vao dau ra téc do cao.
Cau 36: Khoi xuat / nhap dac biét bao gém cac khoi:
A. Khoi 1/0 mat do cao, khdi cdm bién nhiét dd
B. Khéi vao dém t6c do cao, khoi diéu khién vi tri
C. Kh6i vao dém toc do cao, khoi diéu khién vi tri, kh6i 1/0 méat do cao
? D. Khéi vao dém téc dd cao, khdi diéu khién vi tri, Khéi 1/0 mat do cao, khéi cdm biét nhiét do.
Cau 37:  Cac may té trong hé théng SCADA duwoc st dung giao tiép véi ngudi van hanh nham muc dich trong
*? A. Hé théng diéu khién
B. May chu
C. May in
D. Co cau chap hanh

Cau 38: Trong m6 hinh OSI gém c6 bao nhiéu I6p?

A. 8 lop
s B.  716p
C. 6 lop
D. 5 l6p

Cau 39: Trong hé thong SCADA nguoi ta c6 thé sir dung PLC thay cho RTU vi:

A. PLC c6 cdau tric giong nhu RTU
’59 B. PLC c6 cac module twong dwong véi RTU
C. PLC c6 kha néng lap trinh diéu khién twong duong RTU.
D. PLC c¢6 kha nang truyén thong voi PLC
Cau 40: Céac b diéu khién trung tdm co6 kha nang lam viéc truc tiép véi cac tin hiéu:
‘? A. Tin hiéu so
B.  Tin hiéu hiéu lién tuc
C. Tin hiéu twong tw
D. Tat c& déu dung
Cau 41:  Cau tric cla khéi vao tuong tv gdom cé cac thanh phan sau:
A. B6 ghép kénh vao, khuéch dai tin hiéu, mach 1&y mau va git.
43"7 B. B6 ghép kénh vao, khuéch dai tin hiéu, mach |dy mau va giit, bién d6i A/D va bd giao tiép
C. BO ghép kénh vao, khuéch dai tin hiéu, bién d6i A/D va bd ghép kénh.

D. Khuéch dai tin hiéu, mach 1&y mau va giir, bién d6i A/D va bd giao tiép

Hé thdng khao thi CTS
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Cau 42: M6t mang truyén thong MODBUS RTU

A. Phai c6 mot Master, hai thiét bi Slave

B. Phai c6 hai Master, hai thiét bi Slave

C. Phai c6 ba Master, mot thiét bi Slave

D. Chi can cé mot Master, mot hoac nhiéu hon thiét bi Slave

Cau 43: Khéi vao tuong tw trong thuc té ngudi ta thwdng goi module chuyén déi:
A. D/A

B. A/D

C. Input Analog

D. Output Analog

Cau 44: Trong hé théng SCADA dé nang cép hé diéu hanh cho man hinh HMI dwoc thuc hién:

A. Mot cach d& dang khéng can thay déi cdu hinh phan ctiing HMI
B. Khong thé thuc hién dugc

C. M6t céch dé dang nhung phai thay d6i cdu hinh phan cling
D. Phai lap trinh lai

Cau 45: Cé&c giao thtrc doc quyén:

A. C6 tinh bao mat cao

B. Co6 tinh bao mat thap

C. Khong c6 tinh bdo mat

D. C6 tinh bao mat tuyét déi do mac dinh cla nha san xuat
Cau 46: Chat lugng ctia RTU phu thudc vao:

A. Secure, redundant power supply

B. S6 lvgng sensor

C. May chu

D. May con

Cau 47:  Céac may chu trong hé thong SCADA thuong dat o:
A. Nha may chinh

B. Tram chinh

C. Ban diéu khién trung tam

D. Nha may chinh, Tram chinh, Ban diéu khién trung tam
Cau 48:  HMI la tir viét tit cha:

A. Human machine interface

B. Human michine interface

C. Human machine interfaction

D. Human machine intergrated

Hé thdng khao thi CTS
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Cau 49: Chat lugng cutia RTU phu thudc vao:

?A.

B.
C.

D.

Ability to withstand extreams of temperature and humidity
Number of sensors
Master units

Slave units

Cau 50: What percentage of software is typically devoted to the user interface?

A.
? B.
C.

D.

30%

50%

70%

20%

Cau 51: Pugc tiét 16 nhitng thong tin lién quan dén hé théng SCADA nhu:

'?A.

B.
C.

D.

Tén va thong tin lién hé cda cac nha van hanh.
Tén va thong tin lién hé cla cac nha quan tri.
Tén va thong tin lién hé cla cac hé théng may tinh hoat dong.

Céc dia diém cla cac may tinh va hé thong mang.

Cau 52: Pac diém co ban ctia SCADA software la:

?A.

B.

C.

D.

Cé&c giao tiép voi nguoi sir dung
Dé thiét ké
Dé lap trinh

Bao mat cao

Cau 53:  Uu diém nao khong phai la wu diém cta HMI:

A.

B.

C.

?D.

Qui dinh mau gip dé dang nhan biét.
C6 pictures, icons cho phép nhan ra nhanh.
Man hinh c6 thé duoc thay doi theo cac muic do thong tin va truy cap khac nhau.

Gilp hé théng van hanh chinh xac.

Cau 54:  Trong hé thong SCADA ngudi van hanh cé thé:

A.

B.

C.

?D.

Diéu khién hé théng
Giam sat trang thai hoat déng cta hé théng tlr xa

Nhéap céc di lieu cho hé thong

biéu khién hé théng, Giam sat trang thai hoat dong clia hé théng tir xa, Nhap cac di liéu cho hé thdng

Cau 55: Chirc nang clia alarm handing diing dé canh bao cac thong so khi:

?A.

B.

C.

D.

Vuoc qua gioi han cho phép

Thay déi trang théi

Khi c6 tin hiéu diéu khién

Khi gia tri bAo dong nhé hon gia tri cho phép

Hé thdng khao thi CTS
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Cau 56:  Trong m6 hinh OSI nhitng I6p nao la I6p phan mém:

A. Lép tng dung, 16p dién giai, I6p van chuyén

B. Lép phién, L&p mang, 16p lién két di liéu, lop vat ly

C. L6ép phién, Lop mang, I6p lién két di liéu Lop lién két dir lieu, 16p vat |
'? D. Lép ¢ng dung, l6p dién gidi, 1op phién, 16p van chuyén, 16p mang.

Cau 57: Ghi bao cao théng thuong duwéi dang:

A. SQL
B. Text
C. HTML

? D. SQL, Text, HTML

Cau 58:  Dbéac diém co ban clia SCADA software la:
*? A. alarms

B.  DEé thiét ké

C. Délaptrinh

D. Bao mat cao

Cau 59: Chat lugng ctia RTU phu thudc vao:
‘5‘1 A. Real- time clock

B. Number of sensors

C. Master units

D. Slave units

Cau 60: Chtrc nang ctia khoi xuat nhap co ban muc dich:

*59 A. Nhan tin hiéu t&r cac cAm bién lién tuc va ON/OFF, xudt tin hiéu diéu khién lién tuc va ON/OFF ra tai, c6 kha nang dém
cac sy kién va tao tin hiéu ngat trong va ngat ngoai

B. Nhan tin hiéu t&r cac cdm bién lién tuc va ON/OFF, xuét tin hiéu diéu khién lién tuc va ON/OFF ra tai va cé kha nang dém
cac su kién.

C. Xudt tin hiéu diéu khién lién tuc va ON/OFF ra tai, c6 kha nang dém cac si kién va tao tin hiéu ngat trong va ngat
ngoai.
D. Nhan tin hiéu t&r cac cadm bién lién tuc va ON/OFF c6 kha ning dém cac su kién va tao tin hiéu ngét trong va ngat
ngoai.

Cau 61: M6t message khong bao gom dac tinh:
*3‘1 A. Dia chi thiét bi

B. M& chirc ndng

C. D@ lieu

D. Kiém tra 16i dit liéu

E. Ngd vao, ngd ra.

Cau 62: S trao d&i théng tin trong hé thdng SCADA dugc thuc hién gitta HMI va bd diéu khién dugc thuc hién phu thudc
vao:

A. Thoi gian dat trwdc khong phu thude vao tdc do truyén thong

‘5‘1 B. Toc do truyén thong

Hé thdng khao thi CTS
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C. Phu s thay d6i trang thai ctia hé thong diéu khién

D. Thoi gian thuc khi cé sy thay doi cac su kién.

Cau 63: Chat lvgng cla RTU phu thudc vao:
? A. Nonvolatile memory

B. Number of sensors

C. Master units

D. Slave units

Page 10 of 21

Cau 64: Trong hé théng SCADA don vi dau cudi tir xa la mét don vi thu thap dir liéu va diéu khién truc ti€p cac thiét bi:

? A. Céc thiét bi truong
B. Céac bo RTU khac
C. Cac man hinh HMI khéc
D. Cac MTU
Cau 65: Cac thong tin bao dong dugc thuwc hién:
A. Tai nhiéu vi tri khac nhau
fsf‘r B. Tap trung tai mot vi tri
C. Khong theo quy luat nao
D. Tuyy
Cau 66: Thoéng tin dwgc thu thap tir cdc may chd dwgc thu thap tr
A. Céc bo diéu khién
B. Tl cac cAm bién
C. Co cau chap hanh

*f? D. Céc bo diéu khién, tir cac cAm bién, co cau chap hanh

Cau 67:  Céac qua trinh diéu khién va xtr ly théng tin trong hé théng SCADA duoc thuc hién bdi:

A. Céc thiét bi diéu khién
B. Cac may to
‘? C. May chu
D. Céc thiét bi diéu khién va cac may to.
Cau 68: Trong hé théng SCADA don vi dau cudi chd la:

9 A. MTU

B. RTU
C. CPU

D. Tat ca déu sai.

Cau 69: Ngay nay trong thuc té c¢6 nhiéu hang PLC khac nhau vay dé cac PLC trong cling mét hdng c6 kha ndng truyén

thong v6i nhau cac nha san xuat dua ra:

A. M6t chuan truyén thong chung ma cac PLC c6 kha nédng giao ti€p véi nhau

? B. Céac chuan truyén thdng riéng cltia clia minh

Hé thdng khao thi CTS
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Mot chudn truyén théng chung nhung can phai khai bao trwoc khi st dung

MOt chuadn truyén thong chung ma cac PLC ¢6 kha nang giao tiép v&i nhau, M6t chuén truyén thong chung nhung can

phai khai bao trvoc khi st dung

Cau 70: Trong SCADA trending la mot cdng cu dung dé hién thi dac tinh clia cac thong s6 theo:

A.
B.

C.

?‘D.

Theo thoi gian thuc
Theo di¥ liéu ma chung ta dinh nghia cho né
Theo thoi gian bén trong

Theo thoi gian thuc, theo thoi gian bén trong, theo dit liéu ma ching ta da dinh nghia cho né.

Cau 71: Hinh minh hoa thé hién qua trinh:

Dbdied 60g duhg
ngoepdueg

Lép 7
/ DATA Application
— L& 6
i\'. DATA
l Header Presentation
= Headear 6 + Lﬁ'il' o
| m DATA Seassion
1
e Lop 4
| u..u.ra-l Header 5.6 + DATA Transport
| m}vl Header 45,6 = DATA Network
Il'l
. : Lop 2
Header2  Header 3.4,55 + DATA cne Data Link
Lop 1
11011 1 = i
1000101110110011101110011 Physical

9A.

B.
C.

D.

{L A 0 5 (I

MoBtridag truyea tin hied (cap
finfg, cap quang, voduyea, )

Dong goi & diém truyén dir liéu
Thao goi & diém truyén di lieu
M¢& géi dir liéu tai di€ém nhan

Pong goi dir liéu tai diém nhan

Cau 72:  CAu tric tiéu biéu cta hé théng SCADA la:

A.

B.

Man hinh HMI dung cho viéc van hanh hé théng SCADA

Nguoi van hanh
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C.  bon vi dau cudi tir xa (RTU).
9 D. Man hinh HMI dung cho viéc van hanh hé thng SCADA, Nguoi van hanh, Bon vi dau cudi tir xa (RTU).
Cau 73: Khéi xudt s6 co chirc ndng xuét tin hiéu diéu khién cac tai:
A. Valve(ON/OFF)
B.  Dén (ON/OFF)
C. Contactor
‘f‘;r D. Valve(ON/OFF), ben (ON/OFF), Contactor.
Cau 74: Khéi ra twong tw trong thuc té€ nguoi ta thuwong goi module chuyén déi:
§ A. D/A
B. A/D
C. Input Analog
D. Output Analog

Cau 75: Phai thuc hién Retest hé thdng sau khi chinh stra chl yéu lam cho:

?A.

B.

Hé théng hoat dong én dinh
Loai trir tinh dé bi tAn cong.
Tang tinh én dinh cla hé théng

Hé théng vinh vién khéng bi tan cong.

Cau 76: Hinh minh hoa thé hién qua trinh:

Hé théng khéo thi CTS
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Dadiea oag duing
ngdbaduag

Lép 7

Application ki

i

Lép 6
Presentation DATA
Lop 5 Header 6+
Session DATA

Lop 4
Transport

Header 5,6 + DATA

fl

Lop 3 -
HEMMH @ Header 4.5.6 + DATA
Lop 2 n
Data Link @ Header 3,456 + DATA

Lop 1
Physical 1000 18111011001 1101 110011

_nr. 4

Modtridag truyed tin hiel (cap
fiofg, cap quang, voduyea, ..}

A.  Dobng goi & diém truyén dir liu
B.  Thao goi & diém truyén di lieu
? C. M@ gdi dir liéu tai diém nhan
D. Dong goi dir liéu tai diém nhan
Cau 77:  Man hinh HMI trong hé théng SCADA c6 thé la:
A. PC (Persional Computer)
B. Got (Graphic Operation Terminal)
C. NT (CGa Omrom)
?‘ D. PC, GOT, NT
Cau 78: Ngay nay cac PLC c& I&n c6 cau truc:
A. Dang module khéng cé kha nang lién két véi nhau
B. Tich hop thanh mot khoi
?’ C.  Dang module va dugc cadm 1&én dé cdm CPU hodc dé cdm mé rong.
D. Dang compact

Cau 79:  Chuc ndng cla don vi chi phu (Sub Master Station) la:

A. Thu thap di liéu tir cAc RTU cuc bd, ghi va hién thi di¥ liéu tai tram van hanh cuc bd
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Thu thap di liéu tir cAc RTU cuc bd, ghi va hién thi di¥ liéu tai tram van hanh cuc bo va chuyén di liéu vé MTU

B.
C.  Thu thap dir liéu tir cac RTU cuc bd, chuyén Iénh diéu khién tlr MTU dén RTU cuc bd
D.

Thu thap di liéu tir cAc RTU cuc bd, ghi va hién thj di¥ liéu tai tram van hanh cuc bo, chuyén di liéu vé& MTU va chuyén

|énh diéu khién t& MTU dén RTU cuc bo.

Cau 80: Khuynh huéng chung dé thich nghi véi giao dién nguoi dung la:

A. Icons

B. Dt lieu

C. Co cdu chap hanh

D. PLC

Cau 81: Cong viéc nao sau day khong phai la cia Red Team:
A.  Hiéu biét vé tinh dé bi tin cong ctia hé théng

B. Tw van khi xac dinh duoc tiém nang tan cong hé thong
C.  Puara cac hau qua co thé xay ra khi bj tdn cong

D.  Sta l6i cha hé théng.

Cau 82: Usernames and passwords phai dugc tao cho:

A. Hé thong véan hanh

B. SCADA HMI

C. Thiét bi ngoai vi

D. Hé thong van hanh va HMI

Cau 83: Chtrc nang ctia I6p trng dung trong mo hinh OSI la:
A. Diéu khién ludng va cung cép céac chirc ndng (rng dung
B. Gido mé&, ma hoa va nén

C. Thiét lap két ndi truyén théng mong mudn

D. Tim duong, dia chi vat ly, kiém 16i va diéu khién lvu lwong tai nat

Cau 84: Sy trao déi thong tin gitra cac PLC(RTU) cla Allen Bracley duoc thuc hién thong qua khéi giao tiép mang nao?

A. CC - link
B. Melsecnet — H
C. Divice Net (CompoBus/D)

D. profibus

Cau 85: Khi str dung man hinh hién thi SCADA nguoi str dung cé thé sir dung:

A. May tinh cdng nghiép

B. GOT

C. HMI

D. GOT, HMI va May tinh céng nghiép

Cau 86: DPac diém co ban ctia SCADA software la:

A. Dé thiét ké

Hé thdng khao thi CTS



Chi tiét dé thi (NVKT: admin) Page 15 of 21

B. Dé Iap trinh

C. Bao mat cao
*59 D. Trends
Cau 87: Man hinh HMI cho phép nguoi st dung:
A.  Lap biéu do
B. Tao tin hiéu diéu khién
C. Nhéap céc thong s6 ban dau
? D. Lap biéu do, Tao tin hiéu diéu khién, Nhap cac thong s6 ban dau
Cau 88:  DE hai hay nhiéu PLC c6 thé truyén thong véi nhau thi chiing phai co:
«39 A. Cung mot giao thirc
B. Cung loai PLC
C. Cung toéc do truyén théng
D. Clng bo diéu khién

Cau 89:  DBon vij diéu khién trung tam (CPU) thwong s dung la vi xt ly 16 bit hodc 32 bit cé kha nang truyén théng voi cac
don vi khac théng thurdng qua chuén truyén thong:

A. RS — 232
B. RS — 422
C. RS — 485

‘3‘7 D. RS — 232, RS — 422, RS — 485
Cau 90: Déc diém co ban ctia SCADA software la:
*? A. Graphics displays
B.  DEé thiét ké
C.  Délap trinh
D. Bao mat cao
Cau 91: Tinh nédng cda PLC:
‘? A. Tuwong duong véi RTU
B. Thép hon so véi RTU
C. Manh hon so véi RTU
D. Khong so sanh duoc
Cau 92: Hién nay cac nha cung cap PLC(RTU) san xuat c6 nhitng loai module mé rong nao:
A. Khoi xuat nhap co ban, khdi xuat nhap dac biét
B. Khoi xuat nhap co ban, cac khoi truyén théng
? C. Khoi xuat nhap co ban, khéi truyén thong, khéi xuat nhap dac biét.
D. Khoi xuat nhap dac biét
Cau 93:  Ghi bao béo cé thé:
‘5‘1 A.  Xuatramay in dé lwu triv
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B. Xuat ra tin hiéu diéu khién khi tin hiéu diéu khién vwrgc qua gidi han cho phép

C. XUt ra tét ca cac thiét bi diéu khién khac
D. biéu khién bao dong
Cau 94: Khi hé théng SCADA c6 backdoors va vendors connections , can phai thiét lap cac diéu khién manh hon nham:
& A Co thdm quyén manh dé bao dam truyén thong an toan
B.  Dé cac modem dé dang két néi
C.  Dé dé dang truyén thdng wireless
D.  Dé dé dang truyén théng trong cac mang c6 day khac.
Cau 95: Trong hé théng SCADA man hinh HMI thuc hién chirc ndng sau:
A. Churc nang recipe
B. Nang cap hé diéu hanh
C. Chtrc nang chay doan ma script
*3? D. Chtrc nang recipe, nang cap hé diéu hanh, chirc nang chay doan ma script
Cau 96: Lép ¢ng dung la 16p nhu thé nao trong md hinh OSI:
A. Théap nhat trong mo6 hinh OSI
B. L6ép trung gian gilra I6p cao nhat va lop thap
‘5‘1 C. L6ép cao nhat trong mé hinh OSI
D. Khoéng c6 trong mé hinh OSI

Cau 97: khai truyén thong trong RTU ngoai chirc nang truyén théng véi cac RTU khac théng qua cac chudn RS — 232, RS —
422, RS — 485 ma con c6 kha nang truyén théng véi:

A. Ethernet
B. Vo tuyén
C. Két néi quay sb (Dial - UP), Buong truyén riéng (Lease Line)
‘e¥ D.  Ethernet, V6 tuyén, Két nGi quay s6 (Dial - UP), Buong truyén riéng (Lease Line)
Cau 98: Khoi xuét /nhap co ban goém c6 cac khoi:
A. Khoi xuat nhap/xuat twong tw, khdi nhap /xuét sé
B. Khéi xudt nhap/xuét tvong tw, khéi nhap /xuét s6, khéi vao ngét
C. Khoi xuat nhap/xuét twong tw, khoi nhap /xuét so, khoi vao dém
*‘9,9 D. Kh6i xudt nhap/xuét tvong tu, khéi nhap /xuét s6, khéi vao dém, khéi vao ngét.
Cau 99:  Dac diém co ban clia SCADA software la:
‘? A. RTU (va PLC) interface
B. D& thiét ké
C. Dé lap trinh
D. Bao mat cao

Cau 100: Thuc hién cac kiém tra tinh bdo mat vat ly va udc dinh cac chd tir xa dwoc néi voi mang SCADA dé danh gia tinh
bao mat ctia chiing khéng bao gom:

? A. Céc thiét bi
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B. Cable Telephone.

C. Cabe mang may tinh

D. Cable soi quang
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Cau 101:  Céc thiét bj trwvdng trong hé thong SCADA la nhirtng dwoc sir dung trong tién trinh diéu khién va dugc diéu khién
bao gdbm céc thiét bi nhu dong co, valve, cong tic...cac thiét bi nay duoc khdi dong/dirng, dong/mé, ON/OFF.. duoc digu khién

truc ti€p boi:
“ A PLC(RTV)
B. MTU

C. Sub Master Station

D. PLC, MTU

Cau 102:  Dé xac dinh cac bao mat lién quan khdng can thiét phai:

A. Thue hién kiém tra cac thiét bi SCADA.

B. Thuc hién kiém tra cac mang SCADA

C. Thuc hién kiém tra cac mang khac két ndi véi mang SCADA
'? D. Kiém tra cac thiét bi ngoai vi két ngi vai PLC.

Cau 103: Chét lvgng cla RTU phu thudc vao:
? A. Intelligent control

B. Number of sensors

C. Master units

D. Slave units

Cau 104: M6 hinh OSI dwogc phat trién bdi 1SO (Open Standards Organization) vao dau nhitng nam 1980. Trong mo hinh

nay di liéu tr 16p trén:

A. Puoc dong goi bdi I6p thap hon ké né khi no di tlr 16p thap dén I6p cao
B. Pugc dong goéi béi I6p thap hon ké né khi no6 di tir 16p cao dén I6p thap

C.  Puwoc déng goi bai I6p thap hon ké né bang cach thém dau théng tin ké né xung quanh géi dit liéu

*3"1 D Puwoc déng goi béi 16p thap hon ké né khi né di tir 16p thap dén lop cao va bang cach thém dau théng tin ké né xung

qtianh goi div lieu
Cau 105: Usability metrics are derived from the
A. Rapid prototyping
439 B. Usability evaluation
C. Usability design

D. Requirement capture

Cau 106:  Céc thanh phan co ban clia hé thong SCADA khong bao gom

A. CAc thiét bj trvong
B. PLC
C. Giao dién nguoi van hanh

‘5‘1 D. Servo motor

Cau 107: Hé thong truyén théng duwoc st dung dé truyén di liéu gilra field data interface devices va cac b0 diéu khién va

cac may tinh trong SCADA central host. Hé théng c6 thé la:
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A. Cac relay
B. Cé&c contactor
*? C. Cable
D. Céac do diéu khién
Cau 108:  Trong hé théng SCADA mot RTU c6 kha nang diéu khién va giam sat
*3"‘1 A. MOt vi tri tlr xa
B. Hai vi tri tir xa
C. Nhiéu vi tri tir xa
D. Khong c6 vi tri nao
Cau 109: Kich c& va do phtc tap ctia hé théng SCADA phu thudc vao:
':,“r A. Tién tinh cla qué trinh diéu khién
B. May chu
C. B0 diéu khién
D. Cam bién va co cau chap hanh
Cau 110: B&o méat mac dinh cGia nha san xuat:
A. Puoc tin cay tuyét doi.
B. Can phai thiét lap lai
C. Puoc thiét 1ap rat kho cho ngudi st dung nhdm mang tinh bao mat cao
4% D.  Bugc thiét lap nham dé dang st dung.
Cau 111:  Biéu thi di¥ liéu cho nguoi van hanh va nhap 1énh diéu khién c6 thé biéu thi bang:
A. Hinh &nh
B. Bi€u do
C. So dd va menu
4% D.  Hinh anh, So d va menu, Bi€u do
Cau 112: S trao ddi thong tin gitra cac PLC(RTU) clia Siemen duwoc thuc hién thdng qua khéi giao ti€p mang nao?

A. CC — link, Melsecnet - H

B. Melsecnet — H

C. Divice Net (CompoBus/D)
*? D. Profibus.

Cau 113: Pac diém co ban ciia SCADA software la:
*f? A. Networking

B.  Dé thiét ké

C. Dé lap trinh

D. Bao mat cao

Cau 114: Pac diém co ban ctia SCADA software la:
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*‘9,9 A. Cé&c giao tiép voi nguoi sir dung
B.  Dé thiét ké
C. Dé lap trinh
D. Bao mat cao
Cau 115:  Dac diém khong nhét thiét phai coctia HMI la:
A.  Hién thi 16i cia may
B. Hién thi trang thai ctia may
C. Cho phép nguoi van hanh khéi dong va dirng chu trinh
? D. Hién thi vi tri cla may
Cau 116: Trong SCADA ghi s kién nh&m gitp cho ching ta c6 thé xac dinh:
9 A. DPuogc cac su kién cta hé thdng diéu khién xay ra khi cé sw thay déi cac bién diéu khién theo thoi gian thuc.
B. Trang thai bao dong cla hé théng
C.  Théng tin cta qua trinh diéu khién
D. Lwu tri® théng tin

Cau 117: Chtrc nang chinh cda MTU la:

A. Thiét Iap truyén thong gitra cac RTU, khoi tao RTU véi cac thong s vao / ra, cling nhw tai chwong trinh diéu khién va
thu thap di liéu gitra cac RTU

B. Van hanh céac két ndi truyén thong
C. Chuén doan cac trang thai 16i cia RTU va tran dit liéu
*3‘1 D. Thiét lap truyén théng, van hanh cac két néi, chudn doan céc trang thai I6i clia RTU.
Cau 118: Trong SCADA cong cu logging/archiving dung dé:
A. Lwu trlr théng tin bdo ddong
*3? B. Ghi su kién va lvu triv
C. Dy bao héng héc
D. Diéu khién va bao dong
Cau 119: Field trial xay ra trong:

A. Rapid prototyping

B. Usability evaluation
C implementation
D. cdhaiavac

‘? E. cdhaibvac
Cau 120: Loi thé PLC so v6i RTU la:
A. PLC tich hgp cho cac &rng dung riéng biét co trén thi truong
B. Dé& dang cai dat cho nhigu (rng dung khac nhau
C. Kich thwéc gon nhe vé vat ly va chiém it khdng gian so voi cac gidi phap khac

? D. Kich thudc gon nhe, thich hop cho céac (ing dung, dé dang cai dat
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Cau 121:  Cau truc cla hé thong SCADA thong thuong gom co:
*‘9,9 A. 5 thanh phan

B. 4 thanh phan

C. 3 thanh phan

D. 6 thanh phan

Cau 122: Trong hé théng SCADA chirc nang diéu khién bao dong duoc thuwc hién:
? A. Trén cac may server

B. Trén céc thiét bi diéu khién

C. Cac co cau thuc hién

D. Trén may slaver

Cau 123:  Trong hé théng SCADA cac dir cla qua trinh diéu khién hé thong c6 thé duoc thwe hién thdng qua man hinh HMI

va gido tiép vai bo diéu khién thong qua:

A.  Chuong trinh diéu khién

B. Cac chuong trinh truyén thong
‘5‘7 C. Khong can chuwong trinh diéu khién

D. Chwong trinh diéu khién, chuong trinh truyén théng.

Cau 124:  Hé théng SCADA c6 kha nang kiém soat:

A. Kha nang truy cap ctia nguoi str dung

B. Doc ghi cac thong so clia qué trinh digu khién

C. Tét ca cac trang thai clia hé théng diéu khién

*? D. Kha nang truy cap ctia ngudi str dung, Doc ghi cac thong s6 clia qué trinh diéu khién, Tat ca cac trang thai clia hé théng
diéu khién

Cau 125: M0t trong cac yéu cau hién hanh vé giao dién nguoi str dung la:
A. Tro gitp thdong qua PLC.
B.  C6 kha nang stra 16i clia hé théng.
C. C6 kha nang két ndi truc ti€p dén co cau chap hanh
‘5‘1 D. C6 kha nang dirng qua trinh.
Céau 126: Trong SCADA ghi bao cao nham gitp cho ching ta:
'39 A. Ghi lai théng tin dudi dang file nhdm muc dich lwu trid
B. Ghi lai nhat ky
C. Ghi lai thong tin diéu khién
D. Ghi lai théng tin bao dong

Cau 127:  Trong hé thong don vi dau cudi chi la thanh phan cao nhat trong hé théng SCADA cé kha nang giao ti€p véi
nguwdi van hanh théng qua man hinh HMI va c6 thé:

A. C6 thé diéu khién cac thiét bi va nha may
B. Thu thap di liéu va truyén tin hiéu diéu khién véi cac thiét bi va nha may tir xa
C. Thu thap di liéu tr cac RTU

D. MTU, RTU
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Cau 128: Céu trdc tiéu biéu ctia hé thong SCADA bao gom cac phan tir sau:

':,“r A. Khéi ngudn, CPU, khéi truyén thong, khdi vao twong tw, khoi ra twong tw, khdi vao so, khoi ra so, khoi dac biét.
B. Khoi ngudn, CPU, khoi truyén théng, khoi vao tvong ty, khéi ra twong tu, khéi vao so, khdi ra sé.
C. Khoi ngudn, CPU, khéi vao tuong tw, khdi ra tuong tu, khéi vao sb, khdi ra s6, khoi dac biét.

D. CPU, khoi truyén théng, khoi vao twong tw, khdi ra tvong tw, khéi vao sd, khoi ra sé.
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